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TENDER DOCUMENT 

FOR 

Upgradation of Unified Threat Management System (UTM)  

November, 2024 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
 
 

 
BABA BANDA SINGH BAHADUR ENGINEERING COLLEGE, 

FATEHGARH SAHIB (PB) 140407 
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TENDER DETAILS: 
 

 
ISSUE OF TENDER: 03.11.2024 

DUE DATE: 19.11.2024 

DATE OF TIME OF OPENING: Will be communicated to tenderers later on 

TENDER FEE: 2000/- 

NAME AND ADDRESS OF TENDER ISSUING AUTHORITY: 

The Principal, Baba Banda Singh Bahadur Engineering College Fatehgarh Sahib- 140407 

 
Tender can be downloaded from the Internet (http://www.bbsbec.edu.in/tenders/ ) or 

can be procured from college free of the cost on any working day). 

http://www.bbsbec.edu.in/tenders/
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Upgradation of Unified Threat Management System: 

The BBSBEC proposes to upgrade the Unified Threat Management System (presently using 

Sophos-XG450) to be used for the college network. The college is looking for vendors who 

have experience in supplying of above type of hardware. Sealed tenders under two bid 

systems (Technical and commercial bid) are invited from reputed manufacturers and their 

accredited/ authorized selling agents for supply, installation and configuration of UTM. 

Terminology and Abbreviations 

 
(i) BBSBEC / College (Meaning: Baba Banda Singh Bahadur Engineering College, 

Fatehgarh Sahib) 

(ii) Tender, Bid (Meaning: offer received from a supplier) 

(iii) Tenderer (Meaning: an entity who seeks to supply goods by sending tender/bid) 

(iv) Tender Document (Meaning: a detailed document issued by the purchaser 

specifying his needs and the requirements that a potential tenderer must meet). 

(v) Notice Inviting Tenders (Meaning: advertisement containing brief details of the 

requirement). 

(vi) Earnest Money Deposit (Meaning: monetary guarantee furnished by the tenderer 

along with its tender). 

 
Procedure for submission of Tender / Bids 

 
It is proposed to have a Two Cover System for this purchase 

(a) Technical Bid in one cover. 

(b) Commercial Bid in one cover. 

 
The Technical Bid and Commercial Bid of the Tender should be covered in a separate sealed 

cover super scribing the wordings "Technical Bid" & “Commercial Bid” respectively. 

Commercial Bid should only indicate prices and must mention every type of the cost involved 

in the upgradation of UTM. Both the documents viz. Technical Bid Cover and Commercial 

Bid Cover prepared as above are to be kept in a single sealed cover super scribed with "Tender 

Bid for Upgradation of UTM ". The cover thus prepared should also indicate clearly the 

name and address of the bidder to enable the Bid to be returned unopened in case it is 

declared "late". Earnest money demand draft must be in a separate sealed envelope 

indicating the amount, tender notice number, and due date and enclosed with the 

commercial bid if required. 
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GENERAL TERMS AND CONDITIONS 

1. Tender should carry Letter of Authority in the name of Principal BBSB Engineering 

College, Fatehgarh Sahib from the original manufacturer/bidder to quote the 

Tender, Technical Specifications offered, Literature and Compliance Certificates. 

2. Tenderer should have at least five years’ experience in executing such projects for 

reputed organizations (Proof Required) and shall supply the list of such clients. 

3. Tenderer should not have been blacklisted for any reason by any government 

institution / department. 

4. Tenderer is advised to study all technical and commercial aspects, instructions, 

forms, terms and specifications carefully in the tender document. Failure to furnish 

all information required in the Tender Document or submission of a bid not 

substantially responsive to the Tender document in every respect will be at the 

tenderer's risk and may result in the rejection of the bid. Tenderer should stick 

strictly to the required specifications and should not quote vaguely and 

ambiguously. Such tenders will be rejected immediately without citing any reason. 

No change in tender document will be allowed once it is submitted. All pages of 

the Bid document must be numbered and duly signed by the tenderer along with 

the seal of the company. 

5. The hardware should be completely compliant or better than the asked 

specifications. The technical evaluation committee will evaluate the technical bids 

and non-compliant tender would be rejected. The commercial/price bid of only 

those tenderers would be opened who qualify the pre-qualification/Technical bid. 

6. Mention GST or any other tax applicable. No tax should be mentioned "as per 

actual". Taxes/Levies if any should be clearly quoted in price. 

7. If the order is not executed within 30 days after placement of order, legal action/ 

penalty may be initiated against the bidder. 

8. Tenders received late, improperly sealed or incompletely or with overwriting/ 

corrections in tender documents are liable to be rejected. The college reserves the 

right to place order for full quantity or part there of as considered necessary. 

9. No advance payment or payment against Performa invoice will be made. Payment 

will be made after receipt, inspection, installation and configuration of UTM. 

10. Validity: 30 days from the opening the tender. 

11. On acceptance of tender, the date of delivery as mentioned in purchase order 

should be strictly adhered to otherwise. BBSBEC reserves the right not to accept 

the delivery in full or in part. In case the order is not executed within the stipulated 

period, BBSBEC will be at liberty to make purchases through other sources and to 

forfeit the earnest money of the Tenderer 

12. Termination for Default 
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 The agreement will be terminated if 

• The company fails to provide any or all of the services for which it has 

been assigned within the period(s) specified in the agreement, or within 

any extension period thereof if granted by the college pursuant to 

conditions of the agreement or 

• In the judgment of the College, the company is engaged in corrupt or 

fraudulent practices in competing for or in executing the agreement. or 

• The company fails to follow instructions, guidelines, submission of reports, 

lists, data. or 

• The company is found to be involved in or associated with any unethical, 

illegal or unlawful activities. The agreement will be summarily suspended 

by the College without any notice and thereafter the agreement may be 

terminated after giving a show cause notice and considering its reply, if any, 

received within 10 days of the receipt of the show cause notice. 

13. Matters regarding any dispute shall be referred for arbitration to any Officer 

appointed by the Head of BBSBEC, whose decision shall be binding and final. Any 

dispute whatsoever will be subjected to the jurisdiction of Fatehgarh Sahib Courts 

only. 

14. For any tender related query tenderer may contact to Dr. Jatinder Singh Saini, Head 

Computer Science & Engineering Department @ hod_cse@bbsbec.ac.in or 

9814830404. 

mailto:hod_cse@bbsbec.ac.in
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TECHNICAL SPECIFICATIONS 
 

Equipment should meet to following parameters: 
Firewall Throughput 55 Gbps or Above 
NGFW Throughput 12 Gbps or Above 
IPS Throughput 14 Gbps or Above 
Concurrent Sessions 13 Million or Above 
VPN Throughput 30 Gbps or Above 
Number of Flexi Port slots Minimum 1 
Local Storage/SSD Required 

Management Purpose I/O Ports 
1xRJ45 

1xCOM RJ45 
1xMicro-USB 

Ports (Minimum) 
2xGE SFP,2xGE SFP+ 

8xGE RJ45 

Equipment should have following subscriptions for 3 years from the date of applying 
licenses: 

Self service user portal (Internet Login password change option for users) 
Intrusion Prevention System 
User Authentication  
User based reporting 
Advanced Threat Protection 
Threat Analysis Feature 
Sandbox Technology 
Zero Day Protection 
CASB 
Traffic Shaping 
DNS Security  
TLS 1.3 inspection 
Web Filtering and Control 

AI-powered web classification service to classify and block unseen web threats. Latest AI 
and machine learning technology working to identify previously unseen threats and 
malicious URLs hence providing robust intrusion prevent system. 

Application Filtering and Control 
Link load balancing between 3 or more links 
SD-WAN with Jitter/Latency/Packet Loss Support 
IPsec VPN concurrent tunnels 2000 
Multi Factor Authentication for Users from day one 1000 

Provision to prevent unauthorized access to private data by encrypting user identity 
data/log/report on-appliance reporting 

Warranty including advanced replacement of faulty 
appliance 

3 Years 
24/7 OEM Level Remote Support  3Years 

Equipment/OEM should have following certifications, proof should be included as part of 
technical bid: 

Common Criteria EAL4+ Required 
FCC, CE,CB certificate  Required 
ISO 9001 Required 
MTCTE certification from TEC Required 
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Make In India Required 
Manufacturer Authorization (MAF) Required 
OEM Support (TAC) Presence in India Required 
OEM should have SOC2 Type2 audited data lake.  Required 
OEM should not be blacklisted in any Govt/PSU  Required 
Escalation Matrix for Support Required 

 
These are the minimum required specifications. Vendor may offer higher or better 
specifications also. Vendor must specify the make and model of the offered 
product. 


